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This guide is designed to help configure the Ethernet IP enforcer rules with TC 

Version 3.1 and newer. To use this guide the Tofino will need the Netconnect 

LSM and the EtherNet IP LSM. 
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Discovering the Tofino 

To get started the Tofino device will need to be discovered. The device needs to be power up and 

have a device attached to the secure port and the computer with the Tofino Configurator on the 

unsecure port. The IP address of the device attached to the secure port will be used in the 

discovery process and needs to be within the IP range configured in the TC as shown below 

(PLC with IP 192.168.1.107). Click start to discover the Tofino SA once the IP range is entered. 

The Tofino will appear in the tree after it is discovered. 

 

Verifying MODE and LSMs 

Expand the Tofino in the tree and go to the general tab to verify the appropriate LSMs are 

checked and it is Test mode. 
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Event Logger Configuration 

Go to the Event Logger, set the syslog server IP address to the IP of the TC computer, and click 

the show syslogs checkbox. 

 

Configuring Rules 

1. Click on the firewall tab in the tree. Along the top of the Firewall page it will suggest an ARP 

rule. By clicking on this the rule will be created.

 

2. After the ARP rule is create go to the General tab and click Apply in the tool bar at the top of 

the page.  
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3. Press OK to save the Project and save to the desired location. Then make sure the correct 

Tofino is checked if you have multiple Tofinos in your project. Also make sure that Network is 

selected and click finish. 
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4. Wait a couple of minutes to allow the traffic to go through the Tofino. Then go back in the 

firewall tab and click on suggested rules in the tool bar. Select all of the rules that apply and click 

finish. The rules will auto fill into the rule table. The rules that fill into the rule table will have to be 

change to allow if the traffic is require in the network when the process is finished. Note if you 

change to allow before you are done suggesting rules you will see the same rules as deny everytime you 

click on suggest rules..
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5. If there is a rule that can be an enforcer it will be high lighted in yellow and there will be a 

message at the top of the rule table you can click on to automatically change to enforcer. 
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6. Next you will have to add an object and service code so the TC can suggest DPI enfocer rules. 

This is done by clicking on the enforcer rule to highlight it. Then click the enforcer tab under the 

rule table. Click on the advaced tab and then the green plus sign to add a CIP Object and a 

service code for the object. 
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7. In the general tab apply the rule set that is now in the rule table by clicking the Apply button in 

the tool bar at the top of the page. 

 

8. Give the tofino a minute log some of the traffic from the new rules and verify that you can see 

the enforcer logs in the syslog server.
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9. Because the TC will not create duplicate rules the enforcer rule will need to be deleted before 

clicking on suggest rules again. After the rule is deleted click on suggest rules. 

 

10. After all of the suggested rules are in place change all of the traffic that needs to pass 

through the Tofino that is being denied to allow. Also go back into the advanced enforcer to add 

in the 01 object with the 01 service code. 

 

11. Go to the general tab and apply the new rule set. After this is done go to the syslog and verify 

that the needed traffic is not being blocked. If the logs are not clear you will need add the rules in 

manually. If the log is clear you can put the Mode to Operational and apply. 


